
The Cyglass Difference
CyGlass simply and effectively identifies, detects, and responds to 
threats to your network without requiring any additional hardware, 
software, or people. The CyGlass Cloud using AI to  continuously 
analyze the billions of conversations happening on your network, 
learn what is normal, and alert when suspicious behaviors that 
risk the security of your critical IT assets are detected. CyGlass 
addresses data privacy as the CyGlass Cloud doesn’t require any 
personally identifiable information (PII) to detect threats.

Network Defense as a Service

What is 
NDaaS?



NDaaS Deconstructed
Network Defence as a Service 
Network data is the ultimate source of truth. The biggest advantage defenders have is 
the ability to know what “normal” on their network looks like, whereas the attackers 
do not. Attackers need to execute the steps of the cyber kill-chain and many of those 
steps (probing and reconnaissance, command and control, exfiltration, etc.) can be 
seen best from the network. Endpoint Detection and Response (EDR) doesn’t work for 
printers, IP cameras, smart TVs or other IoT. It certainly won’t work on guest or rogue 
devices. Ultimately for the bad guys, you can’t hide in the network!

Network Defence as a Service 
NDaaS is focused on the Identify, Detect and Respond functions, based on the NIST 
CSF (Cyber Security Framework).
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IDENTIFY
NDaaS identifies the 
assets, asset groups,  
and subnets on a network. 
It builds baselines of 
normal network behavior 
for those assets.

Network Defence as a Service  
Companies of all sizes are looking for an easy to deploy, comprehensive, and  
cost-effective solution that provides visibility across the network through a security/
risk lens. Companies can’t hire enough cyber analysts to investigate alerts coming from 
their existing systems. Consequently, they want tools that their existing SOC analysts 
can pick up right away. NDaaS is part of a layered security architecture and as such, 
it must have the ability to integrate with all of the other surrounding technologies 
including SEIM, NAC, NPMD, EDR, and SOAR. Companies want reports that they can 
use to prove that they are in fact monitoring their network thus proving compliance 
with the relevant audit and regulatory rules. Ultimately, NDaaS leads to reduced cost of 
ownership due to the absence of an appliance and the corresponding complexities in 
appliance deployment and maintenance.

RESPOND
Once an alert is raised, even to 
another system like a SEIM, the 
NDaaS needs to provide tools for 
analyzing and understanding the 
alert by diving into the underlying 
network traffic. The NDaaS must be 
able to learn from the result of the 
incident in order to produce more 
accurate results going forward. The 
network data should be archived so 
that historical traffic can be analyzed 
to understand the impact of newly 
discovered vulnerabilities or attacks.

DETECT
NDaaS detects policy 
violations, anomalies,  
and threats to the network. 
Alerts are generated and a 
SOC analyst is able to make 
a determination if the alert 
is valid. A low false positive 
rate and explainable results 
are extremely important 
to keep SOC analysts 
productive and engaged.



Why Actively Defend Your 
Network With Cyglass?
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KNOW YOUR NETWORK

Knowing your network is the biggest 
advantage you have against attackers. 
The longer an attacker goes undetected, 
the more devastating the attack.

MORE THAN ENDPOINT DETECTION

Endpoint Detection is necessary, but 
not sufficient. Attackers are becoming 
more and more capable of evading 
AV and EDR systems. EDR doesn’t 
work if the agent isn’t installed (rouge 
device, guest device or IoT).

ATTACKS FROM ALL SIDES

Attackers are using your network 
against you to carry out their 
objectives. Unless they start at the 
target, they will have to probe, scan, 
and communicate externally.

CyGlass’ NDaaS (Network Defense as a Service) can be 
configured in minutes to provide an additional layer of 
defense around any network. 

Solution Benefits
• Automatically identify assets

on your network and prioritize
layered security zones

• Receive Smart Alerts, prioritized event
notifications, on suspicious network activity

• Gain visibility of your network threat
landscape and respond quickly to
malicious insiders or motivated attackers

• Detect network anomalies with proven
scalable AI that continuously learns
while monitoring your network activity
using existing firewalls and without
additional people or software

• Create comprehensive reports on
threats, assets and network behavior

FOR MORE INFORMATION 
please contact info@partneer.pt




